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Educating Students to Create
Trustworthy Systems

omputer science’s long-standing tradition of

computer security education has focused primar-

ily on designing secure and reliable systems that

can ensure information confidentiality, integrity,

and availability. This tradition is geared toward preparing students
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for typical paradigms, such as writing
secure code, providing authentication
and access control, and developing
policies to limit exposure to vulnera-
bilities and protect users’ rights.

Computer science research fo-
cuses on both applied and theoreti-
cal aspects of these areas. This
differs greatly from the manage-
ment information systems (MIS)
approach to information security
education, which focuses on oper-
ational aspects, such as

e risk analysis and mitigation—
identifying potential data loss or
system compromises, their cost to
the organization, and how to re-
duce such risks;

human factors—identifying how
users will react to security tech-

niques and policies, and how they
will attempt to get around them;
legal requirements—examining

the various legal requirements for
integrating security and reporting,
and how to implement such re-
quirements; and

policy—creating corporate-wide
policies to mitigate security risk
and exposure, thus limiting
potential monetary and public-

image damage.
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More succinctly, the goal of MIS
computer security efforts is to pre-
pare the next generation of business
leaders to manage security issues
from a high level of abstraction and
to provide broad oversight. In con-
trast, the goal of computer science
security education is to provide the
technical expertise to develop secure
software and defend against low-
level attacks.

Faculty and industry must find
novel, cross-disciplinary approaches
to educating security professionals to
fully address this array of issues. In this
article, we analyze barriers to effec-
tive security education and ofter sug-
gestions for improving cooperation
among computer science, business
management, information systems,
and other technology departments.

Old paradigms,
new challenges

The status quo in computer security
education doesn’t include cross-
cutting aspects such as managing
computer security, risk analysis, se-
curity architecture design, or the
human factors and usability of secure
systems; yet, even if source materials
were to include such elements,
many instructors would likely use
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this material only if driven to do so.
This arises both from their interests
and the availability of funding,
which enormously impacts the di-
rection of educational emphasis.
Given that the main source of
long-term research funding for in-
formation security has been defense
agencies, computer science (CS) and
computer engineering (CE) depart-
ments dominated early security re-
search. They addressed fundamental
issues, such as designing secure cryp-
tographic algorithms, communi-
systems,
systems. From this research tradition
emerged the component model of secu-
rity: requirements, policy, and mech-

cation and multilevel

anisms.! Edward Crowley offered
the following definition:*

* aprecisely articulated security pol-
icy describing the management,
protection, and distribution of
sensitive information by an orga-
nization; and

* asetof functional mechanisms suf-
ficient to enforce the policy and
assure that these mechanisms en-
force it.

This focus on verifying an indepen-
dent system’s conformance to a de-
sign specification or regulation is
consistent with a CE or CS approach
to security education.” This vein of
research led to fundamental break-
throughs, including intrusion detec-
tion systems, access control models,
capability maturity models, and the-
oretical models such as the schematic
protection model (SPM).

Academic research centers in in-
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formation assurance and security
have recruited faculty members
from IT departments, MIS depart-
ments, and other core business areas
to join academic research centers in
computer security, but security
hasn’t been a traditional part of the
business management or informa-
tion systems curricula, and very few
faculty members in business or I'T
departments  receive  academic
preparation in security. For clarity,
consider the following. In general,
computer scientists are primarily in-
terested in creating trustworthy
computing environments. MIS pro-
fessionals, on the other hand, tend to
consider how users might under-
mine security controls. The New York
Times recently reported that doctors
atmajor hospitals were subverting se-
curity controls put in place for com-
pliance with the Health Insurance
Portability and Accountability Act
(HIPAA) by emailing themselves
copies of patient records via Gmail
and Yahoo mail.* Although the sys-
tem was well-designed and appar-
ently secure, users could easily
circumvent the designers’ intentions
to facilitate their own work.

Grand challenges

Recognizing that industry and ac-
ademia are failing to adequately ad-
dress computer security educational
needs, the Computer Research As-
sociation (CRA; www.cra.org) con-
vened a unique conference in 2003.
Participants identified four grand
challenges in computer science and
engineering:’

* Develop tools and principles for
constructing large-scale systems
for important societal applications
that are highly trustworthy despite
being attractive targets.

* Develop quantitative informa-
tion-systems risk management to
be at least as good as quantitative
financial risk management within
the next decade.

* Eliminate epidemic-style attacks
within 10 years.

» Give end users security controls
they can understand and privacy
they can control for the dynamic,
pervasive computing environ-

ments of the future.

Dealing with epidemic-style attacks
will require focused effort in soft-
ware engineering to develop secure
code, but the solution will also re-
quire systems that account for the
human factors that spread such at-
tacks, including social engineering
and end-user psychology. CS stu-
dents can elect to take human-
computer interaction (HCI) courses,
but these courses rarely consider se-
curity. Most CS students lack a
foundation in psychology or user
behavior, which makes approaching
these problems very difficult from
within the CS paradigm.

Top problems in
information security

Security faculty have a key role in
identifying and preparing students
for the challenges the field faces, but
they can do so only if there is agree-
ment about the top issues in infor-
mation security. Researchers at
Auburn University conducted a
comprehensive international survey
in conjunction with the (ISC)? orga-
nization to identify those problems.®
The study identified the following
issues, based on responses from pro-
fessionals  holding the Certified
Information System Security Pro-
tessional (CISSP) designation:

5. Vulnerability and risk manage-
ment

6. Policy-related issues

7. Organizational culture

8. Access control and identity
management

9. Internal threats

10. Business
preparation

continuity/disaster

The researchers found the top five
issues were consistent across all in-
dustry sectors, geographical regions,
and respondents’ technical or man-
agement levels, but educators’ scores
showed the least correlation with the
full results.® In fact, CS security
courses rarely cover more than three
or four of these topics.

A review of funded grants
through the US National Science
Foundation’s CyberTrust program
reveals that the vast majority of the
money continues to flow to the de-
velopment of resilient and survivable
systems, access control, intrusion de-
tection, and other technical solu-
tions. If CS and CE departments
broadened their research and teach-
ing to include these top 10 issues, the
next generation of technical security
professionals would be better pre-
pared to meet the challenges of
today’s security environment. MIS
and IT faculty, on the other hand,
must ground their students in the
fundamentals of operating systems,
networks, and software engineering
so that they can better understand
technical security challenges. Lack-

Security education must bridge the gap

between users and underlying mechanisms
and focus on building systems that protect

privacy, ensure security, and engender trust.

1. Top management support

2. User awareness training and
education

3. Malware

4. Patch management

www.computer.org/security/ |

ing this, MIS and IT students risk
developing policies that can’t be im-
plemented or failing to recognize or
comprehend risks deriving from
technical sources.
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Figure 1. Top 10 information security issues, mapped to the conceptual space of computing.
Note the mismatch between the majority of funding, research, and applied teaching, which
focuses on theoretical work in software methods, architectures, and hardware, and the majority of
the problems, which are organizational and systemic. (ADAPTED FROM THE COMPUTING CURRICULA 2005

REPORT,8 COPYRIGHT ACM AND IEEE. USED WITH PERMISSION.)

/

Bridging the gap

Figure 1 maps the top 10 infor-
mation security problems onto the
map of the conceptual space of com-
puting from the IEEE Computer
Society/ACM/Association for In-
formation Systems joint task force
on the Model Curricula for Com-
puting’s
2005” report, which covers under-

“Computing Curricula

graduate degree programs in com-
puter
science, information systems, infor-

engineering,  computer
mation technology, and software en-
gineering.”® Strikingly, the vast
majority of funding, research, and
applied teaching is in theoretical
work in software methods, archi-
tectures, and hardware, whereas
most of the problems are organiza-
tional and systemic.

The fact that we don’t understand
how security arises from users’ inter-
actions with systems is a major prob-
lem.” Part of this gap arises from
issues in measurement and focus.
Traditionally, the CS and CE ap-

proaches to information assurance

60 IEEE SECURITY & PRIVACY W MAY/JUNE 2007

have been concerned with verifying
system requirements. In contrast, in-
formation systems professionals’
strength 1s in studying decision-
making behavior and IT manage-
ment and strategies. However, all
information assurance and security
programs must be founded on edu-
cating students to appreciate the
hardware, software, systemic, and or-
ganizational factors that lead to risk.

Including risk assessment and
modeling in traditional CS and CE
classes would vastly improve security
curricula. Business faculty must re-
spond to the challenge by doing the
necessary empirical research in
quantitative cost-benefit modeling
for I'T and by teaching their under-
graduate and graduate students to
use these sophisticated models to
guide security investments and deci-
sion-making. The CRA report suc-
cinctly describes the problems with
current approaches to risk:

€ .
Envisioning large-scale in-
formation systems from one

limited disciplinary perspec-
tive is not effective. Each
domain-expert group brings
more focus and attention to
select system dimensions, but
we must consider all these vi-
sions in an integrated and sys-
temic way to do justice to the
modeling process. The evolu-
tion of risk sources in software
and information assurance
calls for a paradigm shift from
conducting one-time, static

risk identification.”

Computer security education
can no longer focus on static sys-
tems. The dynamic IT landscape is
heading toward ubiquitous and per-
vasive computing in which user
needs will be much broader than
traditional security models, and
users will use and misuse technolo-
gies in ways designers simply can’t
envision. Security education must
therefore bridge the gap between
users and underlying mechanisms
and focus on building systems that
protect privacy, ensure security, and
engender trust.

T raditional CS majors must be
equipped to understand orga-
nizational, institutional, and end-
user sources of risk. Information
system students, especially in MIS
programs, need sufficient ground-
ing in networking, coding, and op-
erating systems to understand the
sources of risk from hardware and
software. In either camp, students
learning system analysis and design
must be exposed to two key con-
cepts: the secure software develop-
life cycle
modeling of risk.

ment and explicit

As a guiding principle, we pro-
pose that all security programs ex-
pose students to multiple sources of
risk early in the educational pro-
gram. All students need early expo-
sure to systems-of-systems thinking
in which complexity can be traced
to both structural issues (such as



hardware, structures, and facilities)
and human-based complexity (in-
stitutions, culture, training, lan-
guage, organizational behavior, and
so on). Mechanisms for doing so in-
clude team teaching, case studies,
and cross-disciplinary collaborative
projects. Students in CS and CE
programs need explicit instruction
in HCI principles and in the
emerging field of security and us-
ability. Advanced system develop-
ment courses need to introduce
cybernetic and systems-of-systems
thinking to challenge the tradition-
al paradigms of validation, verifica-
tion, and auditing for compliance.
The development of more effective
risk models will enable educators to
impart to students effective meth-
ods of managing the complex
sources of risk inherent in security,
and to start breaking down the
domain-specific approaches to risk
assessment.

Adequately preparing the next
generation of computer and infor-
mation security professionals re-
security
education programs that combine

quires comprehensive

traditional courses in networking,
software engineering, and crypto-
graphic systems, as well as human
factors and risk assessment. O
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