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Abstract

Algorithmic construction of software interaction test suites has focussed on pair-
wise coverage; less is known about the efficient construction of test suites for t-way
interactions with ¢ > 3. This work extends an efficient density-based algorithm for
pairwise coverage to generate t-way interaction test suites, and show that it guarantees
a logarithmic upper bound on the size of the test suites as a function of the number of
factors. To complement this theoretical guarantee, an implementation is outlined and
some practical improvements are made. Computational comparisons with other pub-
lished methods are reported. Many of the results improve upon those in the literature.
However, limitations on the ability of one-test-at-a-time algorithms are also identified.

Keywords: Covering arrays, greedy algorithm, mixed-level covering arrays, t-way interaction
coverage, software interaction testing

1 Introduction

Software interaction testing is a means of identifying faulty interactions among factors; in this
approach, all t-way interactions are tested at least once. For example, a small component-
based system with four components (factors) is shown in Table 1. Each component has two
possible levels from which to select. This input has 24 2-way interactions among components
and 32 3-way interactions. Six tests (rows) are needed to cover all pairwise interactions,
shown in Table 2. Two additional tests cover all 3-way interactions.

Interaction testing has been widely studied; see [15] for a comprehensive survey. It has
been used to provide fault localization [35]. Moreover, t-way interaction coverage for “small”
t reduces redundancy in block coverage while still identifying many faults [14]. Code coverage



Component | fo | f1 | fo| f3
Option 1 0 [0 |0 |0
Option 2 171 |1 |1

Table 1: A small component based system with 4 components that have 2 options each.

Test No. | fo | fi| fo | J3
1 O [1 |1 |1
2 1 10 |0 |0
3 1 |1 |1 10
4 0 |0 |0 |1
5 1 |1 |0 |1
6 O 10 (110
7 O |1 1]0 1|0
8 1 ]0 |1 |1

Table 2: Pairwise coverage is achieved within the first 6 tests and 3-way coverage within 8.

of 93% was achieved [5] using interaction testing to test an e-mail system at Nortel, even
uncovering new defects in a mature system. Interaction testing has been used for a system
that identifies both real and false targets [1]. Interaction testing has also been applied to
both hardware and software systems for strength 2 <t <6 [21, 22].

In all of these studies, interaction testing provides a systematic approach to analyze the
main effects of factors and their interaction with other factors. It also provides a significant
reduction in the number of tests while identifying and isolating faults [5, 14, 23, 35].

In empirical studies, Kuhn et al. [21, 22] report that testing of 2-way to 6-way interactions
can be valuable in fault detection. Yet almost all algorithms to date focus on pairwise, or
2-way, interactions (see [12, 16]). However, some work to construct interaction test suites of
strength at least three has been done. Combinatorial solutions are known for ¢-way coverage
in general [25, 26, 30] and for ¢t € {3,4} in particular [6, 10, 13]. Simulated annealing,
constraint programming, and tabu search have reported results for up to 3-way coverage
[10, 17, 27]. AETG has published results for up to 3-way coverage [6]. Combinatorial Test
Services (CTS) [16] and the newer incarnation ITCH [18] are implemented for t-way coverage,
with results published for ¢ < 4. IP0 [31] has been extended from pairwise testing to higher
strength in the testing tool FireEye [24]. Two further tools available for execution, about
which no algorithmic description appears to be available, are jenny [19] and TVG [33]. Finally,
Kuhn et al. [20] have devised a fast random method for generating large test suites of high
strength.

None of the published techniques provides a guarantee on the size of the test suite, despite
often yielding useful test suites. The work in this paper develops a practical algorithm that
has an accompanying theoretical guarantee on the number of tests produced. For pairwise



testing, TConfig [34] provides such a guarantee by exploiting combinatorial techniques, while
DDA [3] develops a one-test-at-a-time greedy method with a guarantee. The algorithm in this
paper generalizes the latter to higher strength.

Software interaction test suites are often represented by covering arrays; see [12, 16] for
surveys. A covering array, CA(N;t,k,v), is an N x k array where N is the number of
tests, t is the strength of coverage, k is the number of factors, and v is the number of levels
or values of each factor. Each row of a covering array corresponds to a test, and in every
N x t sub-array, each t-tuple appears at least once. For instance, consider the example input
in Table 1 and the corresponding interaction test suite in Table 2. The input in Table 1
includes k=4 factors that can each take on v=2 levels. The interaction test suite in Table 2
is of strength =3 and contains N=8 tests. Test 1 covers four 3-tuples: (fy=0, fi=1, fo=1),
(.f0:17 f1:1, f3:1)7 (fOZOa f2:1a f3:1)7 and (f1:17 f2:17 f3:1)

We establish some notation. Let F be the set of k factors (indices of the columns), and
for each f € F let V; be the set of values for factor f. A t-tuple (representing a t-way
interaction) is a set of ¢ factors, and a value for each factor in the set; there are then (’:) vt
t-way interactions, each of which is to appear in at least one test. For any s-way interaction
S, let ¢(.S) denote the set of factors that S contains.

It has been established that, for fixed ¢ and v, the number N of tests in a minimum size
CA(N;t, k,v) satisfies N = O(log k) [3]. The lower bound is trivial, since every row must be
distinct. There are many proofs for the upper bound. Probabilistic methods [28, 29] establish
the asymptotic growth rate but do not yield a deterministic algorithm (at least directly).
Two explicit algorithms that generate one test at a time ensure logarithmic growth [7, 8];
however, as described, both necessitate the examination of an exponential number of tests.
Finally, recursive methods [25, 26] could be adapted to develop algorithms to generate a
covering array in which the logarithmic growth is guaranteed. However these recursions
generate an entire array rather than constructing a single test at a time.

The requirement for efficient generation of covering arrays arises naturally in the software
testing domain, and the requirement for logarithmic growth of the number of tests is also
fundamental to the effective testing of complex systems. Additionally, tests in the test
suite must be generated one test at a time. This recognizes an essential fact in the testing
application. Although in principle testing is done nonadaptively and all tests are run, in
practice, test budgets can limit the amount of testing to only an initial portion of the test
suite, and therefore maximizing coverage within the first tests is desirable.

The rest of the paper is organized as follows. Section 2 presents a one-test-at-a-time
greedy algorithm for ¢t-way coverage and establishes that the method is efficient and yields a
number of tests that grows logarithmically with the number of factors. Section 3 generalizes
this method to obtain a family of more practical algorithms. Section 4 treats a number of
variants of the basic method, and compares sizes of test suites with those available in the
literature. Section 5 summarizes the results.



2 A Greedy Algorithm for Higher Strength

This section introduces a one-test-at-a-time greedy algorithm for constructing covering arrays
of any strength ¢; this extends a method for pairwise coverage [3]. The basic strategy is to
start with an empty array and add one test (row) at a time. Throughout, a record is kept for
each t-way interaction as to whether it has been already covered, or remains to be covered,
by setting the indicator variable v = 1 when the ¢-tuple T" is uncovered, 0 otherwise.

The fundamental operation in the method is the efficient selection of a next test that
covers at least the average number of uncovered t-tuples, where the average is taken over all
possible tests. Naturally one cannot enumerate all tests in order to meet this average!

Initially in constructing a test, each factor is free to take on any of the admissible values.
Next, determine a value v € V; for each factor f in turn, making factor f fized to value v
and setting Vy = {v}. In fixing a factor, one must avoid forcing a test to be constructed
that has fewer newly covered t-tuples than the average.

So suppose that zero or more factors are fixed (for each, the only admissible value is now
the one already selected). Let R C F be aset of s <t factorsand S = {(r,v):r € R,v € V}
be an s-way interaction based on the factors in R = ¢(.5). Then for every set W of ¢ factors
satisfying ¢(S) € W C F define E(S,W) = {SU{(w,vy,) : w € W\ ¢(5), v, € Vip}}.
That is, E(S, W) contains all t-way interactions that include the s-way interaction S using
available levels for each of the remaining ¢ — s factors in W \ ¢(S). The number of such
t-way interactions is w(S, W) = [y 405 [V7-

Compute the density of S with respect to W, §(S, W) = % Then 0 < §(S, W) <
1; indeed it is the probability that, when a value for each factor of W is selected uniformly at
random from the sets of admissible values that remain, the corresponding ¢-way interaction
is uncovered. Alternatively it is the fraction of currently uncovered t-way interactions that
extend the current s-way interaction S to the specified ¢ factors of W over the total number of

such extensions. Extend this definition to all t-way interactions by defining the density of .S,
0(S) =2 ys)cwer (S, W). Then 0 < 4(5) < (kfs); when values are selected uniformly at

C t—s
random from the admissible values that remain for each factor, the density is the expected
number of sets of ¢ factors that contain all factors of S and underlie an uncovered t-way

interaction.

Now choose a factor f & ¢(S). Write
Sy = D aswy+ > ssw. (1)
P(SV{fICWCF d(S)CWCF\{f}

The first summation on the right hand side is the factor density §;(S) for factor f and
interaction S. A key observation is that

ST 68 W) = 6y(S) = ﬁ SO H(SUL(f ). (2)
$(S)U{fYCWCF M oev;

Let Z = () and all factors be free. Assume that some t-way interactions may be covered,
but at least one is not. Then initially Ag = §(Z) is the expected number of t-way interactions
that a randomly chosen test covers. Now one factor at a time is fixed, as follows.
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Fori=0,...,k—1:

Soev, S

1. Choose any free factor f, computing §;(Z) = 7

2. Choose a value v € V; for which 6({(f,v)}) > §¢(Z); that is, choose a value for f that
makes at least the average contribution to the factor density.

3. Set A1 = A, +0({(f,v)}) —0,(2).
4. Fix factor f to value v, setting Vy = {v} in the process.

By definition, 0 < A < (]:), indeed it is the sum, over all selections of ¢ factors, of the
fraction of t-way interactions on these factors that remain uncovered. This proves a simple
lemma:

Lemma 2.1 Suppose that the density before a test is selected is at most A, and that the
next test is selected one factor at a time always selecting a value of at least average density.
Then the addition of this test reduces the density to at most AL

ot

Proof. In order to reduce the density by % , it suffices to prove that each new test selected
covers at least A previously uncovered t-way interactions. This can be proved inductively
by showing that A,y ; > A; for 0 < i < k. Indeed Ay is the number of t-way interactions
that were uncovered but are covered by the selected test, while Aq is the expected number
covered by a test chosen at random.

Suppose then that the (i+1)st factor to be fixed is f, and the value chosen is v. Calculate
Air — A, = 6({(f,v)}) — 0;(Z), having fixed only the first ¢ factors in this calculation.
Because v was chosen so that §({(f,v)}) > 0;(Z), then A1 > A,. u

Theorem 2.2 Whent and v are fized, there is an efficient one-test-at-a-time algorithm for
constructing a covering array CA(N;t,k,v) in which N is O(logk).

Proof. The bound on the size of the covering array is obtained by observing that, when
no tests are present, A = (]:) After j tests have been selected Lemma 2.1 establishes that

J
A < (’Z) <”i;1> . When A < 1%, the covering array is completed. Minimizing j subject to

J
vt (];) (”tq;l> < 1 yields the smallest number N of tests that guarantee success, and hence

N = O(log k) for fixed v and ¢.

The issue to be treated is that of efficiency. Since the number of tests generated is
O(log k), it suffices to show that each test is selected efficiently. For each of the k factors,

O(v* (];:11)) densities are updated when a value is selected. For v and ¢ fixed, this is bounded

by a polynomial in k. ]

Indeed the proof of Theorem 2.2 ensures that after M tests are selected, the number of

M
uncovered t-tuples is at most v (Iz) (”;—:1> . Hence it establishes the following:
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Theorem 2.3 In order to cover all but av' t-way interactions, it suffices to employ at most

log (¥) —log (v + 1)
log (v?) — log (vt — 1)

tests.

This provides a strong guarantee that within the first tests, a large number of t-way
interactions are covered. Arguably, this can be more crucial than the ultimate size of the
test suite, and it appears not to be ensured by methods that construct the entire array
without greedily selecting one test at a time.

3 One-Test-at-a-Time Greedy Methods

For pairwise testing, greedy algorithms have been well studied [3, 2, 4, 7, 31, 32]. A framework
for one-test-at-a-time greedy algorithms generalizes instantiations of such algorithms [4].
This framework is summarized in Figure 1 and can be described at a high level. The overall
goal in constructing a covering array is to create a 2-dimensional array in which all t-way
interactions are covered. Using a greedy approach, this collection is built one test at a time
by fixing each factor with a level (value). The order in which factors are fixed may vary,
as can the scheme for choosing levels. A test may be selected from multiple candidates.
When more than one candidate is permitted, several tests are constructed and the best one
is chosen to add to the covering array. Once all t-tuples have been covered, the covering
array is complete. When the goal is to construct the smallest covering array possible, if
random selections occur, the covering array can be regenerated numerous times to select the
best result.

The density measures fit into the framework and provide a family of density-based meth-
ods for generating covering arrays. This includes instantiating the four layers of the frame-
work: repetitions, multiple candidates, factor ordering, and level selection. In addition,
several tie-breaking rules are defined.

As introduced, one main limitation is that every factor has the same number of levels. A
mixed level covering array permits factors to have different numbers of levels. The maximum
number of levels of any factor is v = maxscr |Vy|. So at the outset simply mark as covered
all t-tuples that contain an inadmissible value for one or more factors. Indeed t-tuples that
need not be covered for any reason can be so marked; this provides a simple method for
seeding an array with a specified set of tests, by just marking all ¢-tuples in the seed as
covered at the outset. It would be possible instead to adjust the densities calculated to
take into account the actual number of levels for each factor. This is not done here because
in consequence it weights more heavily those t-way interactions involving factors with the
fewest levels, yet these can be expected to be the easiest to cover. By treating every factor
as if it had the maximum number of levels, all -way interactions are equally weighted in the
density calculation.



Layer 1 — Test suite repetitions: Generate
numerous test suites and select the smallest one

Test Test :’ Test \‘.
suite A suite B\ suite C /

Layer 2 — Multiple candidates: For each test
within a test suite, generate numerous candidate rows and
select the one that covers the largest number of t-tuples.

,’/C didate Row 1 *, Candidate Row2  Candidate Row 3

“Qovers 6 tuples/l Covers 2 tuples  Covers 4 tuples

Layer 3 — Factor ordering: Assign level
(values) to factors in an order based on a specific rule

@ ® ® ®

Factor1 Factor2 Factor3 Factor4

Layer 4 — Level selection: Assign level (values)
to factors to cover as many tuples as possible in a row

Factor 1 Factor2  Factor 3 Selecting X covers |
A B X } new pair
. Y Selecting Y covers

2 new pairs

Figure 1: The framework for one-test-at-a-time greedy algorithms to generate interaction
test suites.

To generate a test of a covering array, each factor is assigned an admissible level (value)
by selecting a value yielding the largest increase in density. When ¢ > 2, the overhead
in determining this level is substantial, although still polynomially bounded. To obtain a
more practical implementation, consider experiments with restricting densities as follows. In
examining the factor density for the factor whose value is being selected, there are (’::11) other
sets of factors making a contribution. Among these, it may happen that the ¢ — 1 factors are
all fixed at this time, all free, or any mixture. Contributions from free factors are expected,
while those from fixed factors are ensured. It appears reasonable, then, to concentrate on
the contributions of the fixed factors to the density. While this negates the proof of the
logarithmic guarantee, as a practical matter it is a worthwhile variant. In selecting factor f,
call a choice of t — 1 other factors (-restricted if at most ¢ of the ¢ — 1 factors are currently
free. Then (-restricted densities are defined by summing only over (-restricted sets of ¢ — 1
other factors. At first this may seem artificial, but the extreme case of O-restricted densities
is precisely the commercial AETG method [7]. Indeed in that case, the selection of a level
for a factor is made so as to maximize the number of newly covered ¢-tuples with reference
only to the already fixed factors.

The following experiment uses different restrictions on density, employing three repeti-
tions, three candidates for each test, and ordering factors by restricted density after an initial
best (t — 1)-tuple (as explained later) is chosen. Results are reported in Table 3. The inputs
are in the first column and the results of the algorithm using different restricted densities
follow. For instance, the results for input 2° (read as 5 factors have 2 levels each) show



that O-restricted density produces the smallest size covering array. As the number of factors
increases, the improvement obtained by using 1-restricted rather than O-restricted densities
is striking. However, the extension to 2-restricted and unrestricted density is disappointing.
Although computation time is increased, the sizes obtained are in general not substantially
better than those with 1-restricted density. A plausible explanation is that in the selections
of values for the initial factors, the contributions involving fixed factors are overwhelmed
by those involving free factors, with the consequence that too little weight is assigned to
ensuring that ¢t-tuples are covered among the fixed factors.

O-res | 1-res | 2-res | unres O-res | 1-res | 2-res | unres
27 16 17 17 17 | 26 28 26 25 25
27 29 30 32 31 28 33 32 24 31
29 32 37 31 36 || 210 40 34 34 39
3° 101 105 105 105 || 3° 135 135 137 137
37 160 | 159 160 158 || 3% 180 180 | 180 176
39 204 | 199 | 204 195 || 310 226 | 211 | 213 213
451 319| 329 | 329 329 || 45 | 425 | 427 | 425 425
47| 508 | 502 | 504 505 || 48 582 | 570 | 570 569
49 645 | 632 | 633 633 || 41° | 712 | 688 | 689 686
57 790 | 805 | 805 805 | 5° | 1017 | 1024 | 1033 | 1033
571 1224 | 1219 | 1214 | 1213 | 5% | 1408 | 1383 | 1381 | 1383
52 | 1565 | 1535 | 1533 | 1534 || 50 | 1724 | 1675 | 1675 | 1671
6° | 1646 | 1682 | 1682 | 1682 || 6° | 2089 | 2096 | 2111 | 2111
67 | 2509 | 2490 | 2490 | 2494 | 68 | 2872 | 2839 | 2832 | 2843
6% | 3224 | 3155 | 3152 | 3153 || 60 | 3529 | 3450 | 3452 | 3451

Table 3: Sizes of test suites generated with strength ¢ = 4 for restricted densities (3 candi-
dates, 3 repetitions, factor ordering by best tuple plus restricted density, level selection by
restricted density).

The next layer in the framework is factor ordering. This is the order in which factors are
assigned levels. It is possible to implement many different factor ordering rules using each
of the four restrictions on density as a level selection rule.

The use of ¢-restricted densities for ¢ < t—1 raises the question of how to proceed initially
when fewer than ¢ — ¢ — 1 factors are fixed. AETG appears to resolve this (for O-restricted
densities) by choosing initially a ¢-tuple that is uncovered and setting the corresponding ¢
factors to the levels assigned in the chosen tuple. A different approach is to select the first
t — ¢ — 1 factors and their values as follows. Initially set S = (). While |S| < t — ¢, first
choose a factor f among free factors that maximizes d;(.5), and choose a value v for factor f
to maximize 0(SU{(f,v)}); set factor f to value v, and adjoin {(f,v)} to S. Oncet —¢ —1
factors are fixed, f-restricted densities are well defined.

Figure 2 shows an example trace of the algorithm that computes factor and level density



. Assume that the 1% test is selected and Step 1: Select a starting (t-1)-tuple.
pu . . .
: that the 2" test is under construction. This example selects this (t-1)-tuple uniformly at
L AL L random (referred to as the "U" method in the text.)
0|2]|4|6]s hh LS :
1131517109 Test 1 024161 8 fo |4 S |15 Ja
Test2 | 2 [2]2]2 ]2 Test1 |0 ]2]4]6)8

Test2 [ 1 |?2]?2]6]7?

Test 1 covers 10 out of the 40 possible 3-tuples for this input. Step 2: Choose the next factor to assign a level value to by

3-tuples to cover for this input computing factor densities. In this case, there is a 3-way tie,
so we show the computation for f, as an example.

5i=2 fi=3
(124) [ 2| (134) | %
(1,25 | 2 | (1,3,5) | %

0,24) | (04,6) | (1,24) | (1,4,6) | (24.6) | (3,46) | (46,8)
0,2,5) | (0,47 | (1,2,5 | (1,47) | 2.47) | 3.4,7) | (46,9
0,2,6) | (048 | (1.2,6) | (1.4,8) | (24.8) | 3.4.8) | (4.7.8)

02,7 | (049 | 1,27 | (1,49) | 249 | G49) | 47,9 Density forf,
(1,2,6) | 1| (1,36) | 1

0,2,8) | (0,56) | (1,2.8) | (1,5,6) | (25.6) | (3.5.6) | (5.6.8) @45 _ 4
(1,2,8) | % | (1.38) | % 2 '

0,2,9) | (0,57 | (1,2,9) | (1,57) | 2,57) | 3,57) | (5,6,9)
0,3.4) | (0,58 [ (1,3.4) | (1,58) | (2,5.8) | (3,5.8) | (5.7.8)
03,5 | (0,59 [ (1,3,5) | (1,59) | (2,59 | (3,5,9) | (5,7,9)
0,3,6) | (0,6,8) | (1,3,6) | (1,6,8) | (2,6,8) | (3,6,8)
0,3,7) | (0,6,9) | (1,3,7) | (1,6,9) | (2,6,9) | (3,6,9)
0,3,8) | (0,7,8) | (1,3,8) | (1,7.8) | (2,7.8) | (3,7.8)
03,9 | (0,7,9) | (1,3,9) | (1,7,9) | (2,7,9) | (3,7,9)

(1,2,9) | %2 | (1,3,9) | %
(2,56) | 2 | 346) |
(2,69) | 2 | B3,56) | "
Total | 4 | (3,6,8) | 2
3,6,9) | »
Total 5

Step 3: Choose a level for factor f,. As shown above,
/, =3 has a larger density than that of 7 =2.

So | Ji| 12| f5| /s
Test 1 012|416 8
Test 2 1 {3]?2]6]?

Figure 2: Walk-through of constructing a sample test.

values. The example uses 3-way interaction coverage and 1-restricted density. The left side
of the figure includes an input with five factors that have two levels each, a sample first test
that covers ten 3-tuples, and a table that is shaded to mark these covered 3-tuples. On the
right side of the Figure 2, the second test is under construction. Step 1 is to select the first
(t-1)-tuple. While this paper includes three different methods to select this starting tuple
(described in the next paragraph), this example selects the starting (t-1)-tuple uniformly at
random. The (t-1)-tuple of (1,6) is selected at random. Step 2 computes the factor density
of all remaining free factors. These factors include: fi, fo, and f;. All three of these factors
have the same factor density and the tie is broken at random to select factor f;. The figure
shows an example that computes density for factor f;. The first column lists the 3-tuples
that either will, or may potentially, be covered when f; is set to 2. The (1,2,6) tuple will
be covered when f; is set to 2 and contributes 1.0 towards density. The other 3-tuples may
potentially be covered but are subject to the yet unknown level that will be assigned to



another free factor associated with the tuple. Therefore, these 3-tuples contribute % towards
density, where the denominator of 2 is the maximum number of levels associated with any
factor for this input. The 3"¢ and 4" columns of this example repeat these computations,
but for f; set to level 3. To compute factor density, these level densities are added and
divided by 2, to obtain a factor density of 4.5. Again, there is a tie such that fi, fs, and fy
have the same factor densities and this example uses f; to demonstrate the computations.
Next, assign a level value to f;. Using the table within the figure that computes the f; factor
density using levels 2 and 3, it is clear that level 3 has larger density. Factor f; is assigned
level 3. This process continues until the row is constructed.

The following experiments examine methods that order factors by specifying how the
initial factors are chosen, then how the remaining ones are chosen. The best (t — 1)-tuple
method, denoted by B, fixes the first t — 1 factors and their values to those of a (t — 1)-tuple
appearing in the most uncovered ¢-tuples (ties broken uniformly at random). The uncovered
t-tuple method, denoted by U, selects an uncovered t-tuple uniformly at random and fixes
the t factors to the corresponding values. The density method, denoted by D, fixes the initial
factors by density with the same restriction as that used for selection of levels. The latter
encounters a problem with restricted density when fewer than ¢t — ¢ factors are fixed, since
the (-restricted densities are all zero; in this case, the first ¢ — ¢ — 1 factors and their values
are essentially chosen at random. Once initial factors are fixed, the remaining factors are
either chosen randomly (denoted R), or using restricted density (denoted by 0, 1, 2, or A
for 0-, 1-, 2-, or un-restricted density). In combination, this gives 21 different level selection
and factor ordering rules. Results are shown in Table 4.

Table 4 shows some general patterns. As expected, the use of restricted density without
specifying an initial set of fixed factors by an alternate rule (B or U) does not fare well.
Indeed in these cases it can and does happen that tests are added that fail to cover any
new t-tuples at all, and only the randomness in the selection of each test overcomes this
eventually. The problem is most severe for O-restricted density, also as expected. However,
even for unrestricted density, employing a separate rule for the initial factors appears to
improve the results. Of the two proposed, best (t—1)-tuple and uncovered ¢-tuple, the latter
is the more frequent winner. Whether to order the remaining factors by restricted density, or
randomly, is generally in favour of ordering by density in these examples. Finally, the greater
the restriction on the density used in level selection, the poorer the results become for larger
numbers of factors — but for fewer factors, the restriction on density does not appear to have
the same deleterious effect.

Caution must be exercised in drawing firm conclusions. These results are for few repe-
titions, and permit each method to examine only few candidates for each test. This is in
keeping with ensuring relatively fast execution times, but since the methods all make sub-
stantial random selections, there is no reliable method to understand the potential effects of
permitting more candidates to be examined, or repetitions to be performed, on the quality of
the results. Table 5 examines the effect of permitting more candidates, or more repetitions,
or both. Table 6 treats one of these cases in further detail, focussing only on two special
cases. The first is unrestricted density for level selection, and uncovered t-tuple followed by
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969T | 7S9T | LOLT|689T|869T | TLIT |€OLT [8GIT|GTLT|90LT |GLIT|SGOLT|FIIT|OSLT |OTLT |GLIT|66LT|VCLT |CVEY|008T|VCLT |01G
CGYT|CeST|69GT VAT |GGaT | PECT|GGST|6TGT|09GT|LGGT|ECST|09GT |GCST|9EIT|LIGT |GEGT |C€CIT|E9ST|ITTY | TCIT |G94T |64
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Table 4: Comparison of level selection and factor ordering rules for ¢ = 4 (3 candidates, 3
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repetitions).



Type|Can|Rep|| O-restricted 1-restricted 2-restricted unrestricted

BO|BR| UO|UR| B1|BR| U1|UR| B2|BR| U2|UR|BA|BR|DA|DR|UA|UR
11100 96| 93| 96| 91| 97| 97| 96| 91| 97| 97| 96| 91| 97| 97| 95]/100| 96| 91
3% 10| 10|| 96| 96| 91| 93| 96| 98| 91| 93| 96| 98| 91| 93| 96| 98/100{100| 91| 93
100|  1{[104{100| 96| 98| 90{107| 96| 98| 90({107| 96| 98| 90|/107|100|103| 96| 98
11 100(/133|135|134 (135|134 |135(133|134|133|135|133|134|133|135|131|137|133|134
36| 10| 10|/133]133|132(129133(132|132(132|134|133|132(132|134|133|134|133|132|132
100 1)/133]137(132|133]140|136|134|133|136/139|134|133(136|139|136(136|134|133
11 100(/161|166|161|165|158|157(159|160|157|161|158|161|157{161|156|162|158|161
37| 10| 10|[154|155|155|155|157|156{156{154|156 (153|156 |155|156|158|156{156{156|155
100| 1|/155]158|157|159]160|158|156|157|155/160|156|159(159|159|159(157|156|159
11 100(/186{195|186(192|179|184 (180|184 |177|184|180|185|177|183|178|185|180|184
3% 10| 10|[175(178|175|176|175|177|173|176|176|175(176|176|178|176|179(175(174|175
1001  1|180(177|172|175(176|179|177|179|176|176|176|172|180|181|181|174|171|177
11 100(]209|218|207(218]198|206(201{206|197|201|199|202{195|203|195(206|199|203
37| 10| 10|[196(196/194|198|195/196{193{193|196(196|194|193|195|195|196{195(191|193
100  1)194(197(190(199(197|192/192]192{197|194]193|193|196|195|201|194|191|194
1] 100(/227{241(231|241|216{226(216|225|215|223|216|223|213|222|213|224|216|223
3100 10| 10(212|217|212{217|211|211|207|210(211{211{208|209(212|211|215|210(209|212
100|  1{210{210{209|209|215|213]210(209|212|213|207|209|212|210{214|208|209|208

Table 5: Effect of candidates and repetitions on level selection and factor ordering rules for
t=4.

unrestricted density for factor ordering. The second is O-restricted density for level selection,
and uncovered t-tuple followed by random for factor ordering. The second is “more greedy”
in focussing on t-tuples that are guaranteed to be covered while ignoring those that may
be covered later; at the same time, it permits a much wider range of factor orderings that
further repetitions and candidates may be able to exploit. The first is essentially a practical
implementation of unrestricted density.

In each case, increasing repetitions or the number of candidates improves the result.
However, unrestricted density using density to order factors fares much better when the
number of repetitions or candidates is severely constrained. None of the results show that
increasing repetitions is as effective as permitting more candidates. However, the results
are presented only for relatively few candidates and repetitions, in keeping with the stated
goal that test suite generation be fast. Perhaps surprisingly, the methods that order factors
randomly after the initial uncovered t-tuple is selected exhibit continued improvement as
more candidates are examined, while selection via density appears to reach a plateau without
further improvement earlier. In essence, it appears that ordering by density considers fewer
orderings, but ones which on average are better than random orderings. Then when only few
candidates are selected, density tends to obtain the better one; but when more are selected,
density is constrained to select one that, while perhaps better than average, is not the best.

Consider the execution times in Table 6 (from an implementation in C on a SunBlade
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Reps 1 candidate 10 candidate 100 candidate

size | time(sec) | size | time(sec) | size | time(sec)

O-restricted 1| 224 0.6 | 198 5.3 | 199 53.0
unc+random 10 | 224 6.3 | 198 53.9 | 191 519.5
100 | 218 63.1 | 197 540.6 | 189 5320.4

1-restricted 11209 0.8 | 198 8.1 | 192 78.5
unc+random 10 | 209 8.9 | 193 80.9 | 189 788.8
100 | 206 89.6 | 193 808.1 | 189 7908.9

2-restricted 1] 212 1.7 | 199 16.0 | 193 155.3
unc+random 10 | 207 17.1 | 193 158.2 | 191 1557.1
100 | 202 171.7 | 193 1581.1 | 189 | 15579.3

unrestricted 11203 2.8 | 195 26.9 | 191 263.9
unc+density 10 | 199 28.3 | 191 268.2 | 190 2664.5
100 | 199 284.5 | 190 2688.3 | 190 | 26583.1

Table 6: Density — Sizes and execution time of strength 4 covering arrays of type 3°

1000 system). More repetitions and more candidates have a substantial additional cost,
which many testers may not find worthwhile for marginal improvements in test suite size. If
any realistic time budget is imposed, the data suggest that, to a point, more candidates is
a better investment than more repetitions, and that unrestricted density produces smaller
test suites when few repetitions and few candidates are permitted.

4 Sizes of Test Suites

Density is easily implemented, and is intended primarily to give an efficient method for
the generation of test suites of larger strength while providing some theoretical guarantee
that the suite size is at least within a constant factor of the optimal. It is not intended
to produce the smallest test suite. Combinatorial Test Services (CTS) [16] combines some
easily implemented combinatorial constructions with a heuristic method for generating test
suites. Table 7 compares the results from the density approach with those reported by CTS;
improvements made by density are shown in bold. It appears that when CTS has a powerful
combinatorial construction at its disposal, density is not competitive; however when CTS
uses computational search, density obtains smaller test suites.

FireEye implements a different greedy method. In the paper by Lei et al. [24], a compar-
ison with jenny [19], TVG [33], ITCH [18], and TConfig [34] provides convincing evidence
that FireEye outperforms each. A comparison with density, limited to the parameters in [24],
is given in Table 8. While FireEye often outperforms the CTS published results, the density
method appears to produce smaller solutions than that of FireEye in these few examples.

Table 9 instead compares the best result that obtained from any variant of the one-
test-at-a-time greedy methods with the best known results from [13, 25], which include new
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v — 2 3 4 5 6 7 8

k || CTS|Dens|CTS | Dens | CTS | Dens | CTS | Dens | CTS | Dens | CTS | Dens | CTS | Dens
5 24| 16| 135 91| 256| 310| 625| 769|2036|1604 2401 | 2968 [4096 | 5052
6| 28| 24| 153| 131| 564 | 411 | 625| 9841|2300 |2017 |2401 | 3692 4096 | 6222
7| 38| 24| 207| 154| 688 | 485 (1725|1171 |2380| 2397|2401 | 4371 (4096 | 7372
8 42 24| 207| 172| 696 | 549|1725|1335|2400| 2728|2401 | 5000|4096 | 8431
9] 50| 26| 285| 191| 696| 611 |1725|1483|4062 3039 | 4095 | 5569 [4096 | 9399
10 50| 26| 309| 207| 696| 664 | 1725|1618 | 6534 | 3326 | 6553 | 6102 | 6560 | 10325

Table 7: Comparison of unrestricted density (10 candidates, 100 repetitions for 2-4 levels
and 10 repetitions for 5-8 levels, uncovered 4-tuple followed by unrestricted density) and

CTS [16]

v — 2 3 4 5 6 7 8

k | |FE|Dens| FE |Dens| FE |Dens| FE| Dens| FE| Dens| FE| Dens FE| Dens
10| 46| 26(229| 207|649 | 664 |1843 (1618 |3808(3326 | 7061|6102 11993 |10325

Table 8: Comparison of unrestricted density (10 candidates, 100 repetitions for 2—4 levels
and 10 repetitions for 5-8 levels, uncovered 4-tuple followed by unrestricted density) and

FireEye [24]
v — 2 3 4 5 6 7 8
k | | Pub | Dens | Pub | Dens | Pub | Dens | Pub | Dens | Pub | Dens| Pub | Dens | Pub | Dens
5/ 16 16| 81 91| 256| 310| 625| 767|2036|1604 |2401 | 2968 | 4096 | 5052
6| 21 22| 115| 129| 375| 411| 625| 980 |2300|2017|2401 | 3692|4096 | 6222
T 24 24| 133| 153| 508 | 484 1245|1171 | 2380 | 2397|2401 | 4371|4096 | 7372
8| 24 24| 153 | 171 508 | 5471245 | 1335 (2400 | 2728|2401 | 5000 | 4096 | 8431
9| 24 24| 159| 189 508 | 608 |1245| 1483|3816 |3039 | 4095 | 5569 | 4096 | 9399
10| 24 25| 159 | 207| 508 | 656 |1245| 1618|3816 |3326|4795| 6102 | 6560 | 10325

Table 9: Comparison of best density result (Dens) and best published result (Pub) [13]

combinatorial constructions and constructions from metaheuristic search. Surprisingly, in
the cases shown in bold, density produces the best available results. Metaheuristic search
such as simulated annealing could surely improve these results, but the time to invest would
be substantial; the density method constructs these arrays in minutes.

Paintball [20] reports occasional improvements on FireEye for strengths four and smaller,
but its utility is primarily for strengths five and larger; see, for example, tables of the best
known covering arrays [11]. Density compares well for larger strengths against Paintball; for
t = 5, covering arrays of type 2¥ for k = 20, 30,40 have 152, 202, and 230 tests, respectively.
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Density improves these to 146, 189, and 226. In the same way, for ¢ = 6, covering arrays
of type 2F for k = 20,30 have 346 and 524 tests, respectively. Density improves these to
342 and 475. Paintball does, however, scale to larger problems with lower computational
investment than does density; thus it provides a valuable alternative for large problems.

Until this point, cases with strength four have been emphasized. However, density scales
to larger strengths as well. Tables 10 and 11 give results for strengths 5 and 6 using 1-
restricted density, 1 candidate, and 1 repetition. The 1-restricted density is chosen here
because it produces the smallest covering arrays in many of the previous experiments. In
addition, only one candidate and one repetition are chosen here since limiting candidates
and repetitions requires less execution time. These afford improvements upon previously
best known sizes [11].

’ t \ k \ v \ Size H k \ v \ Size H k \ v \ Size ‘
51182 | 138 || 18 [ 31200 || 18 | 4 | 5136
5119|2143 | 193 | 1313 ] 19| 4 | 5330
51202 | 148 || 20 (3| 1301 | 20 |4 | 5531
5121121153 (|21 (3]1399 | 21 |4 | 5724
51222 | 158 || 2231389 | 22| 4 | 5909
512312162 || 23 |3 |1426 | 23 | 4 | 6085
5124 12| 167 | 24 | 3| 1467 || 24 | 4 | 6249
512512169 || 25 ]3] 1500 | 25 | 4 | 6427

Table 10: Density — Sizes of strength 5 covering arrays using 1-restricted density.

’ t \ k \ v \ Size ‘
619 |3|1774
6| 10| 3| 2103
619 |4]|10248
6|10 |4 | 12158
6|9 | 540777
6| 10| 5 | 48347

Table 11: Density — Sizes of strength 6 covering arrays using 1-restricted density.

Results for cases with fixed numbers of levels have been emphasized, because at this
time there are few results for mixed levels with which to compare. However, in order to
demonstrate feasibility for mixed levels, two results for mixed-level covering arrays of strength
4 have been calculated using 1-restricted density, 1 candidate, and 1 repetition: 411513822 of
size 377 and 4'33923% of size 181.

Two limitations are imposed by the one-test-at-a-time greedy methods, whether based
on density or not. The first is that each test is chosen with the objective of maximizing
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newly covered t-tuples. The second is that a level for each factor is chosen in turn and not
subsequently replaced. In Table 9, one sees that often density-based methods are far off the
mark. In the absence of further information, one could attribute this to a fundamental limit
of any one-test-at-a-time method, or to the specific rules used to select the levels in the test.
In order to differentiate, for very small values of ¢, k, and v, it is possible to enumerate all of
the v* tests and select one that truly maximizes the number of newly covered t-tuples. Call
this the best test method. Although this is exponential in &, it is feasible for small values of
k. There may be many such choices, so a list is kept to maintain all tests that realize the
maximum and so that one of these tests can be selected at random as the next test. This
produces a range of test suite sizes that any one-test-at-a-time greedy method selecting tests
based on uncovered t-tuples could produce.

In 100 trials for 3% with strength four, test suite sizes range from 130 to 140. Thus the
best density solution at 129 tests, obtained by an efficient algorithm, appears quite compet-
itive. However contrasting 129 tests with the best known solution at 115 tests suggests that
one-test-at-a-time methods fail in this case to produce test suites close to the smallest. The
test suite with 115 tests was produced by a simulated annealing algorithm [9]. This under-
scores the earlier statements that such one-test-at-a-time methods are intended primarily for
efficiency, and for the production of test suites covering many t-tuples early.

The limitation of one-test-at-a-time methods to produce the smallest size solutions is not
restricted to this example. For 37, the best test gives from 153 to 160 tests; density at 153 is
good, but the best available result of 133 from simulated annealing is substantially better.
For 3%, the best test gives from 173 to 181 tests; density is at 171, but the best available
result of 153 is from simulated annealing. For 4%, the best test gives from 407 to 425 tests;
density at 420 is within this range, but the best available result of 375 again arises from
simulated annealing. For 47, the best test gives from 482 to 493 tests; density at 484 is
within range, but the best available previous result of 508 appears to be weak [30]. A full
explanation of these results seems to be beyond reach at the moment. However the results
speculate that one-test-at-a-time methods based on uncovered ¢-tuples, while able to provide
a guarantee on test suite size, do not produce the smallest test suites. In addition, while
density affords an efficient and useful heuristic for selecting the next test covering the most
t-tuples, its myopia in fixing one factor at a time cannot ensure that the best next test is
selected, but rather one that is better than average.

The density method can be used in conjunction with other techniques as well. To demon-
strate this, form an optimal test suite for eight factors, having seven levels each, in 2401 = 74
tests; this is an orthogonal array. Then select one level to remove for each factor; whenever
that (factor,level) combination appears in a test, mark the corresponding entry as unspeci-
fied, and all other entries are marked as specified. Adjoin additional factors and mark their
levels in each test as unspecified. Then density can first be used to select levels for all unspec-
ified entries in each test of the seed array (for each test, factors with specified levels are fixed,
those with unspecified levels are free, and free factors are ordered by unrestricted density);
thereafter additional tests are added to complete the array, each selected by ordering factors
by uncovered 4-tuple followed by unrestricted density and selecting levels by unrestricted
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density. For 6°, using ten candidates and three repetitions, a covering array with 2906 tests
is produced. This is both smaller (compare with 3039), and faster to produce, than apply-
ing density with no seed. For 6'°, 3287 tests are obtained with this seed, also comparing
favourably to the 3326 tests from density with no seed. Such hybrid combinations of the
density methods with combinatorial and other approaches may generally result in smaller
test suites that are produced more quickly; this deserves further study.

5 Conclusions

The density method developed generates covering arrays (test suites) of arbitrary strength
in time that is polynomial in k for fixed ¢ and v. When unrestricted density is used, the
method ensures that the size of the test suite is within a constant factor of the logarithmic
lower bound, the constant depending only on ¢ and v. Despite the resulting theoretical
attractiveness of the method, the need to calculate all of the required density measures
limits the method to “small” values of ¢, v, and k. However, substantial experimental results
indicate that restricting density to focus primarily on fixed factors not only accelerates the
computation, but also can yield smaller test suites. Results suggest that limited lookahead
to factors not yet fixed is better than no lookahead, unless many candidates are examined.
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