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narking.

ermarking Is an important security

" full color or grayscale image, pixels
= can be changed by an imperceptible

= mount.
* |n a binary image, a pixel is either black or

white, so there are no subtle changes.
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hat can we do?
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Vide the 'mage un into n sections, where
the number of bits you wish to
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code with Parity

ch section has either an even or odd
i'nber of black pixels in it. Change a
DiIXel In each section to encode.
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oblem!

g

)me of the sections avé no nixels that
e easy to change.

'e “shuffle” the pixels.
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pixels to change?

me pixels can be changed more easily
an others.




JSe a Rubric
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his image shows the pixels that one
fethod finds very flippable.
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Original Image

50 bits embedded — Almost the same

250 bhits embedded — Visible Artifacts
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€r kinds of images

—olcats are image macros combining photographs of a cat with a humorous and idios
rorm lol and cat.[N®] The phenomenon is also referred to as Caturday by users of 4ch
sharing imageboards and ather internet forurms. ™ Lolcats are similar to other anthropo
wut the cuteness of cals "enhances"™ the appeal and increasing prominencel1EIED of

The term "lolcat” gained national attention in the United States when it was covered b
ahenomena of the sort are increasingly rare, stating that lolcats have "a distinetly old-g

Mhese images usually consist of a photo of a cat with a large caption characteristicall

The image is, on occasion, digitally edited for effect. The caption generally acts as a s
lescription of the depicted scene. The caption is intentionally written with deviations frd
'strangely-conjugated verbs, but [a tendency] to converge to a new set of rules in spell
ceferred to as a type of pidginl' " or baby talk.U"® The text parodies the grammar-poor

_..'__:—-;:Elhiat captions take the farm of snowclones inwhich nouns and verbs are replaced in g
| seem to be specific to the lolcat form. Commaon themes include jokes of the farm "lm |
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= 30 bits are hidden —
some fonts are very regular,
Reducing the density of

Information that can be hidden.
This drawing has lots of

Edges, so lots of data can
Be hidden invisibly
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ation and/or Cropping!




he Hidden Info
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A translated image, nothlng IS In the
ht subsection any longer, so the
ecoding produces something unrelated to

= the message.

=

‘-"-*_i In a cropped image, the deshuffling
process breaks because the image isn't
even the right size.




we fix it?.

__a step to the encoding process.

fill find ‘anchor points’ unlikely to be
iffected by watermarking or minor
= attacks.
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= Keep track of shuffling map and anchor
points In terms of a focus point selected
for uncroppability, not a corner point.
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ere’s the Focus?
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' focus point is the point that we will
e as 0,0.

|ght benefits later If it's something that

' won 't get cropped.




T

i
R

ichor Picking

=

ichor points can be selected before or
fter watermarking. (After is slightly
- Detter.)




At to Retain?

> need to retain three things about each
IChor point: Its color, and its vertical and
lorizontal offsets from the focus point.

=== We will use these to test potential focus
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hor Picking

2n the iImage Is translated we can use
2 anchor points to relocate the focus
C nt

“'a on't need very many. More increases
~ accuracy, but is actually slower.
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tering the Image

 have a set of anchor information. We
il test each point in the cropped image
) see If It IS a good candidate focus point.

ndldate focus points are ranked
= according to how many anchor points
match. If no distortion occurred except for
the cropping, they should all match.
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